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1. Introduction

A roaming user profile is a concept in the Microsoft Windows NT family of operating systems
that allows a user with a computer joined to a Windows Server domain to log on to any
computer on the same network and access their documents and have a consistent desktop
experience, such as applications remembering toolbar positions and preferences, or the
desktop appearance staying the same.

2. Testing environment

a) Windows Server 2008 R2 with Active Directory Domain Service installed,
b) DSS Boston2 (b5078) connected to ADS,
¢) Windows Server 2008 R2 connected to ADS.

3. Step by step guide

3.1. Setup DNS settings on DSS
Please type DNS server from ADS into DNS settings tab in SETUP -> network -> Interfaces



/= dss - Data Storage Software V6 - Windows Internet Explorer =8 x|
g—‘;} = [ hiips://192.168.248.33/ 10 certfateEror ||| 4#| % | [F5na |2]-]
<7 Favorites. ‘ 5o (&8 Suggested Sites +

(& dss - Data Storage Software V6 | |

& me-e ENTERPRISE CLASS STORAGE 08 for EVERY BUSINESS

Piv B - [0 o= - Page - Safety - Took~ @+

DATA STORAGE SOFTWARE VG

SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP b network » Interfaces
Hostname L) W |
e
m Interfaces 7
e —— [ Info
¢ etho Please do not change the hostname unless it is absolutely necessary, as
changing the hostname can cause serious issues with several advanced
functions (such as iSCSI failover). This function requires server restart.
Hostname: dss42940830
apply
DNS settings (P
ISCSI Failover DNS 192.168.250.100
L5 ethd apply
Default Gateway (P
Q@ etho DHCP Active
apply
Event Viewer:

This is TRIAL version. 60 day(s) left for evaluation.
Data Storage Software V6 - Al rights reserved
Done

[ [ [ [ [ mtemet | Protected Mode: OFf [Fa=[®wow -

3.2. Connecting to ADS from DSS
Please choose Authentication method to Windows (ADS) and specify ADS credentials (eg.
Realm, KDC IP, Name, Password) in CONFIGURATION -> NAS settings.
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3.3. Changing Global SMB settings

Please deselect "Hide special folders" in SMB settings tab in CONFIGURATION -> NAS
settings
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3.4. Creating new profile share
Please create new share (eg. profiles) in CONFIGURATION -> NAS resources -> Shares
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3.5. Changing SMB settings on share

Please deselect "Visible" option and change user access permissions to "Users with
password" in SMB settings -> NAS resources -> Shares ->share_name (eg. profiles)
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3.6. Changing group share access on share
Please add "domain users" and "domain admins" group to Granted access groups in Groups
share access (SMB/FTP/AFP) in CONFIGURATION -> NAS resources -> shares ->

share_name (eg. profiles)

{2 dss - Data Storage Software V6 - Windows Internet Explorer

=181
6@ v & s 2188, 29.33) =188 certiicateemor || £ |4#/[ x| [E 50 [2]-]

<7 Favorites. ‘ 5o & Suggested Sites ~

@ dss - Data Storage Software V6 | | B < [ g v Page~ Safetyr Tooks+ @+

& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE VG

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » NAS resources b Shares » profiles

" Ghares (/'
| Sha Je Groups share access (SMB/FTP/AFP)

Ce 1. profiles

a7

NWTRADERS-+allowed rodc password ri<| NWTRADERS+domain users =
NWTRADERS+cert publishers NWTRADERS+domain admins
NWTRADERS+denied rodc password re
NWTRADERS+dnsadmins
NWTRADERS-+dnsupdateproxy
NWTRADERS-+domain computers
NWTRADERS+domain contrallers
NWTRADERS-+domain guests
NWTRADERS+enterprise admins
NWTRADERS-+enterprise read-only don
NWTRADERS+group policy creator own
NWTRADERS+ras and ias servers
NWTRADERS+read-only demain contro
NWTRADERS+schema admins

Users

3. NWTRADERS+krbtgt

Groups ]?

Please apply changes or press “reload” button ta discard

- NWTRADERS +allowed rodc [ |
. NWTRADERS+cert publisher

. NWTRADERS+denied rodc p.

. NWTRADERS+dnsadmins
. NWTRADERS+dnsupdatepra_|
. NWTRADERS+domain admir 7 use force user
. NWTRADERS+domain comp o — |
. NWTRADERS+domain contr(

. NWTRADERS+domain guest - [" use force aroup

Event Viewer: <] This is TRIAL version. 60 day(s) left for evaluation.

Force user

aw (?

group

Data Storage Software V6 - All rights reserved

Done [ [ [ [ [ @ mtemet]protected Mode: OFF [Fa=[®wow -

3.7. Creating new user on ADS

Please right-click into Active Directory Users and Computers window and choose New ->
User.
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3.8. Activating mobile profile on ADS

Please right-click on previously created user and choose Properties. Click on Profile tab and
specify path to DSS and share for profiles in Profile path ( eg.
\\192.168.248.33\profiles\%USERNAME% )
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3.9. Setup network configuration on second Windows
On second Windows, please specify DNS server from ADS.
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3.10. Connecting second Windows to ADS
Join second Windows to domain.



System Properties E Computer Name/Domain Changes E
Computer Hame | Hardware | Advanced | Femote | Y'ou can change the name and the membership of this
niges might affect access to netwark resounces.

E.b I Windows uses the follawing infarmation to identify your computer
= onthe netwark.

. Computer narne:
Computer description: 3 "p
=

For example: "Il Production Server' or

“Buccounting Server'”, Full computer name:

Full computer name: dell. rwatraders. msft dell. nwtraders. maft

Damnair: rutraders. misft

Ta rename this computer or change itz domain or Member of
warkgroup, click Change.

& Domair:

Inwtraders.msft

© Workgroup:

Cancel

3.11. Configuring permissions on remote desktop
To permit connection from remote desktop, please add group Domain users in Remote
Desktop Users Window
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3.12. Login on mobile profile
Please use Remote Desktop Connection to Second Windows to test roaming profiles.

Windows Security

X

Enter your credentials
These credentials will be used to connect to 192, 168, 250.7.

A

Administrator

MWTRADERS \opene

Domain: NWTRADERS

[T Remember my credentials

Ok Cancel

3.13. Preview files from profile on DSS
Logout from Remote Desktop Connection and check samba share with user profiles to
ensure that roaming profiles are successfully saved ( eg.

\\192.168.248.33\profiles\opene.V2 )
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4. Microsoft recommendations
To ensure optimum functionality use the following guidelines for setting Group Policy for
roaming user profiles from Microsoft TechNet website:

Group Policy Recommendations for Roaming User Profiles
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